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Information Security 
Introduction
This report cover some of the most basic concepts of information security. Well, information security is vital in today’s contemporary world in which data regarding countless individuals and organizations is stored in a variety of computer systems, which are often not under an individualized control. Policies discussed in this report are helpful in ensuring that security concepts which meet DoD standards are designed to protect classified information, individuals, and the organization from security vulnerabilities and ensure that possible risks are mitigated. 
With regard to information security policies, the focus is on three attributes which include confidentiality, integrity, and availability. The policies focus on security principles of:
· Identification and authentication
This policy requirement is for individuals to assert their identity. We talk about the use of authentication as the means of validating whether the claim of identify is true. Also covered are multifactor authentication and the use of biometrics and hardware tokens to enhance surety in the authentication process. 
· Authorization and access control
Authorization is the next process for allowing entities access to classified information among other resources. These policies cover various access control models to be used when putting together systems such as discretionary access control, mandatory access control, and role-based access control. 
· Auditing and accountability
We discuss the use of auditing and accountability. We talk about the need to hold other accountable when we provide access to the resources on which the organization are based or to personal information of a sensitive nature. We also go over the process that we carry out in order to ensure that our environment is compliant with the laws, regulations, and policies that bind it, referred to as auditing. In addition, we address the tools that we use to support audit, accountability, and monitoring activities, such as logging and monitoring. 
Information Security Policies
Speaking in the context of information security, the body of applicable policies with which security organizations are supposed to implement are massive. The following are some of the policies that are DoD compliant for the organization’s IT infrastructure. 
(a) Privacy Policies
In most cases, dealing with what might be considered classified information is a daily part of work carried out by security organizations. At any given moment the U.S. Air Force might handle sensitive information, for example, state-sponsored surveillance that if exposed could be very harmful. Items to be addressed by this policy is how surveil programs and any other information related to security is protected. The ultimate role of the policy is to guide on how the organizations are supposed to manage their internal security to prevent unauthorized disclosure of information. 
DoD Compliance Laws Required for DoD Contracts
a. Control Measures
Identification and authentication are the key concepts for the control measures. In short, individuals accessing the database where sensitive data is stored should identify themselves and be authenticated. While identification itself does not involve any validation of the identity of what an individual claims to be, there is a need for using other methods that goes beyond, simple identification. For example, the use of biometric such as face recognition to authenticate identity of an individual accessing the place where servers that host databases in which classified information is stored. 
b. Personal Responsibility 
As mentioned earlier, the organization should hold individuals accountable when they provide access to unauthorized individuals to access classified information or even other resources that are private. 
(b) Access Policies
Once the system has received a claim to identify, the next thing is to determine what the person is allowed to do. Access policies require that only authorized individuals who have specific roles in the system are allowed to access something like a database where classified information is stored. These policies help manage access security at a more granular level and anyone who breaches the policies should be held liable for any harm that might occur.
According to the DoD standards, individuals who want to access classified information should seek authorization in a written form. If his or her interests are not established, then, access should be denied until when proper and a genuine purpose will be established. It is also important to note that, access control policies should have four roles to play: allowing access, denying access, limiting access, and revoking access (Andress, 2014). If these roles are not incorporated in the access policy, then, some vulnerabilities in the security system might ensue. 
(c) Network Policies
The organizations should have a controlled network system if sensitive or classified information is to be protected from external attacks. 
(d) Network Monitoring Policies
Network policies also require the organizations to implement intrusion detecting systems, for example, signature-based detectors. A software such as SNORT can help monitor the network and perhaps determine what kind of traffic is coming in from different networks. In case of an attempted attack to the database or the security systems, signatures and FTP rules will help identify the attacker and flag all other kinds of attacks targeted towards stealing classified information. 
Control Strategies for Securing Organization’s IT-Infrastructures
[bookmark: _GoBack]To secure the organization’s IT-infrastructure where classified information is stored, virtual private networks will be implemented. A VPN is an encrypted connection between two points that allow users to authenticate over the Internet before establishing a connection (Andress, 2013). In addition, a virtual private network will help the organizations use anonymous traffic whenever they are sending data from their online-based IT-infrastructures over untrusted connections. 
The other control strategy to be implement is the creation of a network security zone such a DMZ zone where all IT-infrastructures will be hosted. This control will help prevent unsecured and unauthorized users from accessing resources or top-level information the organizations does not want the public to access. According to Iskander et al (2019), a DMZ is helpful in securing database infrastructures from networks coming from unsecure networks. In addition to this, authentication control methods will be implanted to ensure that only users who have privilege roles accesses classified information from the databases. 
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